
Safaqa CLOUD SECURITY FRAMEWORK

Architecture & Operations, 
ALIGNED.
Seven facets of cloud security. Each one has to be designed right and run well. Most 

organizations are strong on one side of that line and exposed on the other.

ARCHITECTURE WITHOUT OPERATIONS

Controls nobody is watching.

OPERATIONS WITHOUT ARCHITECTURE

Alerts you can’t fix at the root.

FACET ARCHITECTURE · DESIGN IT RIGHT OPERATIONS · RUN IT WELL

A AppSec
Secure SDLC, pipeline gates, supply chain 

and IaC scanning

Findings triaged to owners; runtime API 

threat detection

L
Landing Zone & 

Infrastructure

Account structure, hardened images, 

container platform design

Workload protection, vulnerability and 

patch management, drift

I Identity
Least privilege, conditional access, 

privileged access design

Identity threat detection, risky sign-in 

response, access reviews

G Guardrails
Policy as code, preventive controls, 

compliance baselines

Posture drift, exception handling, 

continuous compliance evidence

N Network Security
Segmentation, private connectivity, 

controlled egress

Flow log analytics, lateral movement 

detection, rule hygiene

E Endpoint Security
Device baselines, full EDR coverage, 

privileged admin workstations

EDR alert triage, isolation playbooks, 

coverage gap tracking

D Data Security
Classification, encryption and key 

management, residency

DLP and anomalous access alerts, key 

rotation, tested restores

WHAT MISALIGNMENT SOUNDS LIKE

“Scanners run. Findings pile up 

with no owner.”

“Our policies exist, in audit mode 

only.”

“Flow logs are on. Nobody reads 

them.”

Safaqa helps complex organizations close the gap between how cloud security 

is designed and how it is run, building that capability inside your team.

Safaqa

safaqa.ca

https://safaqa.ca/

